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Identity Theft:  Deter, Detect & Defend

Ryan Sothan, Outreach Coordinator

Nebraska Department of Justice, Office of the Attorney General

Consumer Protection Division

What is Identity Theft?

� "Someone obtaining your personal identifying 
information without your knowledge in order to 
commit fraud or theft."

� Personal identifying information includes your:
• Name
• Date of Birth
• Social Security Number
• Driver's License Number
• Bank Account and Credit Card Numbers
• Other financial account information (including PINs 

and passwords)
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On the Rise

� Identity Theft is the leading consumer complaint.

� Dollar amount stolen in 2015: $15 billion.

� U.S. consumers impacted: 13.1 million.

� A new identity fraud victim every 2 seconds.

� Consumer information misused an average of 48 
days.

� Amount stolen over the past six years: $112 billion.
• $35,600 stolen per minute, or enough to pay for four years of 

college in just four minutes.

*Federal Trade Commission, CSN Data Book, February 2015; 
Javelin Strategy & Research, 2016 Identity Fraud Study, February 2016
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Complaint by Victims Age
January 1 - December 31, 2015
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Percentages are based on number of identity theft complaints where victim reported their age. 468,389 in CY-2015 (64%).
Consumer Sentinel Network Data Book for January – December 2015

Federal Trade Commission.  Released February 2016.
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How Victims Information is Misused
January 1 - December 31, 2015
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Federal Trade Commission, Released February 25, 2016
Other includes:  Miscellaneous, Uncertain, Internet/Email, Data Breach, Evading the Law, and eight other classifications below 1.0%
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Who is the Thief?
The Identity Thief You Know

Source: Javelin Strategy & Research

Identity theft victims who learn the thief’s identity most often say 
their personally identifying information was stolen by someone 
they know well—a relative, friend, neighbor or in-home worker.
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A family member or relative

A complete stranger outside the workplace

A friend, neightbor, or in-home employee

Someone at a company with access to personal info

Someone else

Someone at your workplace
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How Do Thieves Steal an Identity?
� Steal wallets, purses and even your mail

� Change your address at the Post Office

� Fraudulently obtain your credit report

� Unsecured Internet transactions

� "Dumpster Diving"

� "Shoulder Surfing"

� "Phishing"

� "Smishing"

� "Skimming"
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Phishing

� Also known as:  Imposter Scam
� E-mail and frequent phone scam involving 

fraudsters posing as legitimate businesses.
� Use source authority and official looking e-mails to 

trick you into divulging your personal information.
� To protect yourself:

� Treat all unsolicited requests for financial information 
and personal data as suspicious.

� Independently contact business to find out if subject of 
e-mail or phone call is legitimate. 
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Phishing (Imposter Scam, Part I) Phishing (Imposter Scam, Part II)

� Windows Help Desk

“We’ve detected a virus on your computer…”

� Gift Cards

“Click here to claim your $1,000 Walmart gift card!”

� Service Confirmation

“We are confirming you signed-up for our service…”

Identity Theft
Other Common Phishing / Imposter Scam Approaches
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Skimming

� You give your credit card to the waiter at a 
restaurant.

� The waiter runs your charge card through as 
usual but also runs it though a “skimmer” 
which collects your credit card information.

� Waiter receives $50 per card in exchange 
for information collected.
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Defend Against Identity Theft

Take Immediate Action

� Contact Local Law Enforcement, 
file a report and obtain copy of 
same. 

� Close existing accounts and open 
new ones with new PINs and 
passwords. Follow all requests in 
writing.

� Place a Fraud Alert on your credit 
reports, e.g. Experian, TransUnion, 
Equifax, then review and monitor 
your credit reports looking for a high 
number of recent inquiries.
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For your free credit report, here's what the web site 
looks like at: AnnualCreditReport.com

Security Freeze

� Written directive prohibiting the release of your 
credit report and credit score without your express 
authorization.

� Must request in writing by certified mail.  Do so with 
all 3 credit bureaus.

� $3 to freeze; $3 to temporarily thaw (re-freeze free).

� ICW: Monitoring free credit report, equivalent of 
brand name identity theft protection.

*N.R.S. 8-2601 to 8-2615 Credit Report Protection Act.  8-2603. Security freeze; request.
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Report & Recover
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Other Preventative Measures

� Use a credit card for daily purchases but pay 
bill in full monthly.  
� Credit:  Zero-liability policy under federal regulations, e.g. 

Truth in Lending Act (Federal Reserve Board Regulation Z)

� Debit:  Zero-liability policy under federal regulations, e.g. 
Electronic Funds Transfer Act (Federal Reserve Board 
Regulation E)

� Buy and routinely use a micro-cut shredder.

� If you do not wish to enable a security freeze, 
use a credit monitoring service, e.g. Identity 
Guard, Identity Force, IDShield, LifeLock, et al.

*N.R.S. 8-2601 to 8-2615 Credit Report Protection Act.  8-2603. Security freeze; request.
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Micro Cut Shredder
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For More Information, Contact

Nebraska Department of Justice
Doug Peterson, Attorney General

Consumer Protection Division
2115 State Capitol Building
Lincoln, NE 68509

Phone: (402) 471-2682
Fax: (402) 471-0006

Consumer Protection Hotline: (800) 727-6432
E-mail:  ago.consumer@nebraska.gov
Web Site:  ProtectTheGoodLife.Nebraska.gov


